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COMPUTER CRIME

NOTES

I have seen estimates ranging up to $300,000 for the
average, some from computer security firms, which
have an incentive to exagperate. It is diffieult w get
precise Agures, in part because vietims are relucrant to
report losses.

Eric 5. Raymond, ed., Mew Hacker¥ Dictionary, MIT
Press, 1993,

Quoted in |. D Bierdorfer, “Ameng Code Warriors,
Women, Too, Can Fight,” News York Times, June 7,
2001, pp. 1.9,

Brian Reid, “Reflection on Some Recent Widespread
Computer Break-Ins,” Communications of the ACM,
Fch. 1987, 30:2, pp. 103-105; reprinted in Pe-

ter |. Denning, ed., Compriers Under Attack: In-
trueelers, Worms, and Virwses, Addison-Wesley, 1990,
pp. 145-149,

“Politicians and the Ner,” Wired, Feb. 1995, p. 46.
John B. Wilke, “In the Arcane Culture of Computer
Hackers, Few Doars Seay Closed,” Wall Street fonrnal,
Aug, 22,1990, pp. Al, Ad. David L. Wilson, “Crack-
ers’s a Serious Threat,” The Chronicle of Higher Edu-
cation, Aug. 17, 1994, pp. A23-A24. Jared Sandberg,
“Security Breach at the Internet Raises Worries,” Wl
Streer Journal Feb. 7, 1994, p. B5.

Jehn Simens, “How a Cyber Sleuth, Using a ‘Data
Tap,’ Busted a Hacker ]{ing." Wikl Seveer forernal,

Oct. 1, 1999, pp. AL, AG.

All the quotes are from Wilke, “In the Arcane Culrure
of Computer Hackers, Few Daors Stay Closed.”

“Is Computer Hacking a Crime2” Harpers Magazine,
March 1990, pp. 45-57, The quoration is on p. 57.
Wilson, “Crackers’: a Serious Threar.”

Katie Hafner and John Markoff, Cyberpumb: Ontlans
and Hackers on the Computer Frontier, Simon & Schus-
ter, 1991,

The early bur widely repeated estimate of 6000 infected
computers was caleulared from an MIT staff mem-
ber’s guess of 2 10% infection rate at MIT the day after
the worm struck and an estimate of 60,000 Internet
hosts at the time. A lower estinate, 2000-30H], was
reported later. Jon A Rochlis and Mark W, Eichin,
“With Microscope and Tweezers: The Worm from
MIT's Perspective,” Commnnications af the ACM, 32:6,
June 1989, pp. GHI—GIE,

> W, Wayr Gibbs, "Profile: Dan Farmer,” Sciemeific Amer-

fean, Apr. 1997, pp. 32, 34 Aterition.org, viewed
May 25, 2001 Jared Sandberg, “Holes In the Met,”
Newsweek, Feb. 21, 2000, pp. 46-49,

' Lee Gomes and Ted Bridis, “FBI Warns of Russian

Hackers Seealing ULS. Credit-Card Data,” Wall Sereet

Journal, Mar. 9, 2001, p. A4, Mancy McPoland, “Ex-

tortion Attempt Exposes Credit Info Online,” nerd TV
borce, Dec. 17, 2000, wwwnetd TV.com/voice, viewed
May 17, 2001. Brad Srone, “Busting the Web Ban-
dits,” Newsioeek, July 16, 2001, p. 55.

14

“Withdrawal Ordered for U5, Pentagon Hackers,” San
Jose Mercury News (Reuters), Nov. 5, 1998,

Lev Grossman, "Attack of the Love Bug,” Trome, May
13, 2000, pp. 48-56.

See gre.com/dos/gredos.htm far a first-hand report by
the vietim that covers technical, sociological, and social
aspeces of the attack, including e-mail from the boy
who launched it viewed June 3. 2001,

Jonathan MNapack, “Cyberthreats Rising in the East,”
Wored, Mar. 2001, p. 74,

% John ], Fialka, “The Larest Flurries At Weather Burcau:

Scateered Hacking,” Wall Sereer Jowrnal, Oer. 10, 1994,
pp- Al ABG.

Mark Manion and Abby Goodrum, *Terrorism or Civil
Disobedience: Toward a Hackeivist Ethic,” in Richard
A, Spinello and Herman T, Tavani, eds.. Readings in
CyberEehics, Jones and Bartlerr, 2001, pp. 463473,

' Many documents abour the Randall Schwartz case are

at wwwlightlink.com/spacenka/tors,

2 Srate s MeGraw, 1985.

Some books on compurer forensics are in che lisc ar the
end of the chapter. Many computer-forensics businesses
can he found on the Web.

** Ted Bridis, "FBI Unic Fails to React on Time To Elec-

tronic Threats, Report Says,” Wall Serect fonrmal, May
22,2001, p. A28

John Perry Barlow, “Crime and Puzzlement,” The
Whale Earsh Review, Fall, 1990, pp. 44-37. (This ar-
ticle describes and commenrs on several hacker cases.)
Wilke. “In the Arcane Culrure of Computer Hackers,
Few Doors Stay Closed.”

Dorothy Denning, “The United States vs. Craig Mei-
datl,” Communications of the ACM, March 1991, 34:3,
pp. 23-32. Ocher published accounts of the case, in-
cluding ene in the Mews Fork Timer, stare thar the gov-
ernment andfor Bell5ourh gave the documents value
as more than $77,000. 1 am using the lower figure,
and other facrual material, from Denning’s aricle; she
participated in Neidorf's trial. Some additional infor-
mation is from John Perry Barlow, “Crime and Puzele-
ment.”

David Friedman and William Sjostrom, “Hanged for a
Sheep: The Economies of Marginal Deterrence,” fonr-

netl of Legad Studies, University of Chicago, June 1993,

Bruce Steeling, The Hacker Crackdews: Lan: ard Dis-
arder on the Flectronic Frontier, Bantam Books, 1992,
pp. 13-14.

Craig Bromberg, “In Diefense of Hackers,” Tie Mew
York Times Magazine, Apr. 21, 1991, pp. 45-49. Gary
Wolf, "The World According to Woz,” Wired, Sept.
1998, pp. 118-121, 178-185.

Richard P Feynman, Swrely You're Joking, Mr Fepn-
miant: Adverreres of a Curions Character, W, W, Nor-
ton; 1984, pp. 137-155.



al

3

AN

il

42

Tufarmation Security: Computer Attacks at Departwent
af Deferse Pose Increasing Risks, GADQ/AIMD-96-84,
May 22, 1996, W Wayt Gibbs, “Profile: Dan Farmer,”
Scieneific American, Apr. 1997, pp. 32, 34. Roben
Fox, "Mews Track: NASA Compurer Security Lax,”
Communicarions of the ACM, July 1999, p. 10. Wade
Roush, “Hackers,” Techuolagy Review, April 1995, pp.
32-40. Wilson, “*Crackers’: a Serious Threar.” "In-
terior Department Bars Access to Internet Site,” New
York Times, Dec. 8, 2001, p. All. Associated Press,
“LLS. Review Finds Widespread Lapses [n Computer
Security,” Wall Street Jowrnal, Apr. 6, 2001, p. B6,

Paul Shukovsky, “Some Online Rerailers Dont Pro-
tect Dara,” San Diego Union—Tribune, May 4, 1999,
(ComputerLink) p. 12. Lee Gomes, “Silicon Valley's
Open Secrets,” Wall Sereee Jowrnal, Apr. 27, 2001, pp.
B1, B3

Repored in Rachel Emma Silverman, “Intrusion Dietec-
rion Systems Sniff Our Digital Artacks, Feb, 4, 1999,
p- B, and Keich Johnson, “Around the World, Hackers
Are Drawn to "Honeypots',” Dec. 19, 2000, p. AlS,
hoth Wil Streer forrmall

Ted Eisenberg, David Gries, Juris Haromanis, Don Hol-
comb, M. Steart Lynn, Thomas Santoro, “The Cornell
Commission: On Morris and the Worm,” Communica-
Hons afr.ﬂe ACM, Tune 1989, 32:6, pp. 706709,

Larry Lange, “Corporate America: Beware Inside Job,”
Electranic Enginecring Times, Jan. 13, 1996, pp. 20, 22
Jared Sandberg, "AOL Tightens Security after Hackers
Foil the Service with Fake Accounts,” Wil Street fonr-
nal, Sepr. 8, 1995, p. B3,

Reported in Ritks Digest, 21:24, Feb. 13, 2001; from
the New ¥ork Times, Feb. 14, 2001,

Paul Wallich, “Wire Pirawes,” Sefentific American,

Mar, 1994, pp. 20-101.

CERT Advisory CA-95:06, "Security Administrator
Tool for Analyzing Metworks (SATANL" Apr, 3, 1995,
From the SATAN documentation, quoted in Ted

Doy, “Test Drriving SATAN,” Chapter 15 in Dorothy
E. Denning and Perer |. Denning, eds., fternet Be-
sieged: Conntering Cyberspace Scofflaws, Addison-
Wesley, 1998,

Peter Tippett, quoted in Kim Zecter, "Freeze!

Drop That Download!” FC World, Nov, 16,

2000; www. peworld.com/resource/printablefar-
ticle’0,aid, 34406,00.asp. The arricle incdudes pros and
cons of criminalizing virus writing and a discussion of
other means of reducing viruses,

Linda Harrison, “US Lawyer and Pals Indicred for
Shill Bidding on eBay.” The Regimer, Apr. 18, 2001,
www.theregister.co.ukfcontent/6/ 18354 hrml, viewed
Apr. 18, 2001,

Daniel Kadlec, "Crimes and Misdeminors,” Tinte,

Ocr. 2, 2000, pp. 52-54.

Barbara Carton, “An Unsolved Slaying of an Airdine
Worker Stirs Family to Action,” Watl Sireer fournal,
June 20, 1995, p. Al, A8,

A

Fl

ko

51

52

a5

his !
55

(1]

il
G2

NOTES 325

Steven Peisner, quoted in "Credie-card Scams Bedevil
E-Seores,” Wall Sereet favrral, Sepr. 19, 2000, pp,

B1, B4,

“Theft of ldentity’ Rises to Thousands a Day,” Privacy
SJowrnal, Feb. 1996, 22:4, pp. 1. 4. "Credit, 55N Fraud
Victims,” Privacy Jowrnal, Apr. 1996, p. 6.,

The Tdentity Theft and Assumption Deterrence Act of
1998, 18 ULS.C. §1028, www.consumer.goviideheft.
Jeffrey Rothfeder, Privacy Far Sale, Simon & Schuster,
1992, pp. 113-116.

Elizabeth Arebery, *2 Suspects Held in Phony ATM
Scam,” San Diege Union—Tribune, June 30, 1993, p.
C2. E Barry Schrciber, "The Furure of ATM Sccuricy,”
Security Maragement, March 1994, 38:3, p. 184

Mart Barethel, "Bank Worker Gers Kudos for Cracking
ATM Scam,” The American Banker, Oct. 25, 1993,

p. 24,

Saul Hansell, *ULS. Workers Stole Dara on 11,000,
Agency Says.! Mew York Times, Apr. 6, 1996, p. 6.
Steve Bodow, "The Money Shor,” Wired, Sepr. 2001,
pp- 86-97.

Websters Third New International Diciionary,

Tom Forester and Perry Morrson, Camputer Ethics:
Cautionary Tales and Ethical Dilenimas in Computing,
2nd ed.. MIT Press. 1994, p. 34.

William M. Carley, "As Compurers Flip, People Lose
Grip In Saga of Sabotage ar Printing Firm,” Wirll Street
Jovernal, Aug. 27, 1992, p. A7,

Forester and Morrison, Computer Ethics, p. 37,

“Like a Virgin," Secwrvey Jusicer Repore, Feb, 1993, p,
5. William M. Carlev, “Did Morthwest Steal American’s
Systems? The Court Will Diecide,” Wirll Streer Journal,
July 7, 1994, p. Al. Scorr McCarney, “System Breach
Is Stirring Up Airline Rivalry,” Wirll Street fonrnal, June
27, 2000, p. BI.

Perer G. Neumann et al, “Risks to che Public in Com-
purers and Related Systems,” Saffeware Engineering
Notes, Apr. 1988, 13:2, pp. 7-8.

“Beware of a Blizzard of Fake Documencs” (lerrer 1o the
editar), New York Timer, Aug 16, 1991, pg. 12,

Doug MeClellan, *Deskrop Counterfeiting,” Teebuolagy
Repiew, Feb/Mar, 1995, pp. 32-40.

Robert Fox, “MNews Track: Everybody Must Ger
Cloned,” Commsnicarions of the ACM, Aug, 2000,
438, p. 9. Lisa Guernsey, “Sofrware 1s Called Capable
of Copying Any Human Voice,” Mew York Tines, July
31, 2001, pp. Al, C2.

. I Swout, quoted in Jacques Leslie, *Digiral Pharo-
pros and Photolshop) Realism,” Wired, May 1995, pp.
108-113. Michael W. Robhins, “The Apple of Visual
Technolopy,” Audubon, JulylAug. 1994, p. 4.

NAACE 1 Alatuarna, 1958,

Andrea Gerlin, “Electronic Smur's Spread Raises Ques-
cions,” Wall Streee fournal, May 27, 1994, p. B3,
David Banisar, quored in Will Rodger, *Trans-

Arlantic Treary Would Authorize Close Moni-

coring of Internet Usage,” Privacy fowrnal, June



326  CHAPTER 7 COMPUTER CRIME

2001, p. 1. The rexr of the treaty is at conven-

tiotrs.coe.int Treary/ ENVprojets/Final Cybercrime. hrm,
* In Donn Seeley, “Password Cracking: A Game of
Wits,” Communications of the ACM, June 1989, 32:6,
pp. 700-703, reprinted in Peter ], Denning, ed., Com-
prsters Under Attack: Intruders, Worms, and Viruges,
Addison-Wesley, 1990, pp. 244-232.
George C. Brown, assistant general counsel, SEC,
quoted in Michael Moss, “SECs Mlan o Snoop for

[

Crime on Web Sparks a Debate over Privacy,” Wall
Seveet Jorrnal, Mar. 28, 2000, pp. B1, Bd.

" This exercise is a simplified and modified version of

a scenario used in a mock hearing presentarion ar the
Computers, Freedom, and Privacy conference, San
Francisco, 1993, in a session chaired by Don Ingraham.

BOOKS AND ARTICLES

m “Is Computer Hacking a Crime?” Harpers
Magazine, March 1990, pp. 45-57. Tran-
script of an online discussion among sev-
eral well-known hackers and others.

m Kenneth Brower, “Photography in the Age
of Falsification.” The Atlantic Mﬂnﬂ)f}',
May 1998, pp. 92-111. Explores views of
well-known nature photographers on the
ethics of altering photos.

® Dorothy E. Denning, Information Warfare
and Securiry, ACM Press/Addison-Wesley,
1999,

m Dorothy E. Denning and Peter J. Den-
ning, eds., fnterner Besieged: Countering
ﬂj.aﬁ:mp;we Scofflaws, ACM Press/ Addison-
Wesley, 1998. An excellent collecrion of
articles on hacking and Inrerner security.

m 5. Furnell and M. Warren, “Computer
Hacking and Cyberterrorism: The Real
Threats in the New Millennium,” Comprt-
ers & Security, 1999, v. 18, pp. 28-34,

m Karic Hafner and John Markoff, Cyber-
punk: Owutlaws and Hackers on the Com-
puter Frontier, Simon & Schuster, 1991.

®m Lance |. Hoffman, ed., Rogue Programs:
Virases, Worms, and Trojan Horses, Van
Nostrand Reinhold, 1990.

® David Icove, Karl Seger, and William Von-
Storch, Computer Crime: A Crimefighter’s
Hanebook, O'Reilly 8 Associates, 1995,

m Warren G. Kruse II and Jay G. Heiser,

Computer Forensics: Incident Response,
Addison-Wesley, 2001,

m Steven Levy, Hackers: Heroes of the Com-

puter Revolution, Doublcdﬂy. 1984,

m Mark Manion and Abby Goodrum, "Ter-

rorism or Civil Disobedience: Toward a

Hackrivist Ethic,” in Richard A. Spinello
and Herman T. Tavani, eds., Readings in
CyberEthics, Jones and Barderr, 2001, pp.
463-473. Argues for expanding the eth-
ical justificarion for civil disobedience to

include hacktivism.

®m Doug McClellan, “Desktop Counterfeit-

ing,” Technology Review, Feb./Mar. 1995,
pp. 32-40.

m Janct Reno e al, “The Electronic Fron-

tier: The Challenge of Unlawful Con-
duct Involving the Use of the Inter-
net,” www,usdoj.gov/criminal/cyber-
crime/unlawful.htm, March 2000,

m Kenneth 5. Rosenblare, High-Technology

Crime: Investigating Cases Involving Com-
puters, KSK Publications, 1995.

m Tsutomu Shimomura and John Markoff,

Tike-down: The Pursuir and Capture af
Americas Most Wanted Computer Outlaw—
By the Man Who Did Ir, Hyperion, 1996.

m William Stallings, Cryptography and Net-

wark Security: Pr.:'r:f::pfe': and Practice, sec-
ond edition, Prentice Hall, 1999,



BOOKS AND ARTICLES 327

® Bruce Sterling, The Hacker Crackdown: m Martin Wasik, Crime ¢ the Computer,
Law and Disorder on the Elecoronic Fron- Oxford University Press, 1991.
tier, Bantam Books, 1992,

m Clifford Stoll, The Cuckoor Egg: Track-
ing a Spy Through the Maze of Computer
Espronage, Doubleday, 1989.



